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Motivationandoutline:
Basicquestion:Why haven't cryptograp and
securitylivedupto their promise?
— Is thefuturegoingto beary better?

Main points:

— Strongeconomic social,andpsychological
reasondor insecurity

— Peopleandformal methodsdon't mix well

— We will continueto rely ontheequvalentof
chaving gumandbailing wire for security

— Needto think not of absolutesecuritybut of
adding“speedbumps”to the“Information
Superhighvay”



Honor SystemVirus

Thisvirus worksonthe honorsystem.

Pleasdorwardthis messagéo everyoneyou
Know andthendeleteall the les onyour
narddisk.

Thankyou for your cooperation.



More seriously:
Nigerian419scam

asocilalengineering®



Do not expectimprovement:teachingoeopleabout
securitywon't helpbecause:

growth in ranksof usersof hightech

proliferationof systemsanddevices

Improvementan usability of individual systemsand
devicesto be counteractedy growth in general
compleity



Humandif culty with formalreasoning
llustratedby the Wasonselectiontask:

Rule: Peopletraveling from DC to NYC take thetrain

Alice: wentto Boston
Bob: ew
Charlie:wentto NYC
Donna:tookthetrain

Problem:which cards(eachonewith oneside
describingwhereanindividual went,the otherside
how thatpersongotthere)have to beturnedoverto
decidewhetherrule is satis®ed.

Typically about25%getthis right!



Theotherpartof Wasonselectiontask:

Rule: A kid thathasice creamfor desserhas
to dothedishesafterdinner

Alice: hadapplepie
Bob: watchedlV

Charlie:hadice cream

Donna:washedlishes

Thistime ontheorderof 75% of the people
getit right!



Main point of citing the Wasonselectiontask:

Shaws peopleareoptimizedfor sometasks,but
logical reasonings notoneof them

Notethattypical 4-yearold is far superiorto ary
computernn speakingunderstandingpeechface
recognition,...



Major problemwith securesystems:

secretariesouldnotforgetheirbosses'
sighatures



Intentionalambiguity(in proposedsECrule for
corporatdawyers).

Evidenceof a materialviolation meanganformation
thatwould leadanattorng reasonablyo believe that
amaterialviolation hasoccurredjs occurring,or Is
aboutto occur

VS.

Evidenceof a materialviolation meanscredible
evidence baseduponwhichit would beunreasonable,
underthecircumstancedpr a prudentandcompetent
attorng notto concludethatit is reasonablyikely
thata materialviolation hasoccurredjs ongoing,or is
aboutto occur

It is easyto make fun of lawyers,but don't we all like
to have someslackin ourlives?



Deeperambiguityof humandiscourse:

Pleasdet theplumberin to x theleaky
faucet.









Yetsomehav we have managedo live with all this
ambiguity!

Theformal world andthe humanworld do overlap
andinteract,but arefarapart.

Theformal world wassupposedo provide security
for thehumanworld, but it is the messyfeaturesof the
humanworld thathelpcompensatéor theinsecurity
of theformal world.



How have we survivedall thesedecade®f computer
andnetwork insecurity?

Many disastergLong Term CapitalManagement,
WorldCom,Enron,...) but notasingleonewhere
electronicinsecurityplayeda seriousrole!



1980s:the“GoldenAge” of civilian cryptograply and
security

1980s:the“GoldenAge” of fax, includingfaxed
sighatures



SearcHor de®nitionof a digital signaturehampered
by lack of de®nitionof ordinarysignature:

validity of ordinarysignaturedepend®n a variety of
factors(suchasageof signer whethershewassober
whethershehada gunpointedat herhead whether
thecontractis allowedby law, ...)



Why doesafax signaturenvork?

It hasto beviewedin context of theentiretransaction

it is partof. (And it is notusedfor de®nitve versions
of large contracts,..)



Traditionalsecurityconcern®f technologistapplyto
cyberspace.

Cyberspaceés just a pieceof humanspacefor
physical,social,andeconomiaeasons.



Key factor:economiadesirabilityof price
discrimination(which s facilitatedby lack of
anorymity):

Chatrlie:willing to prepareareportondigital cashfor
$1,500

Alice: willing to pay$700

Bob: willing to pay$1,000

Uniform pricing makestransactionmpossible

Chaging Alice $650andBob $950malkeseverybody
betteroff (in conventionaleconomiamodel)



Airlines andrailroads:differentservicesor price
discrimination?

Therewassomedoubta centuryago,whenprivacy
(transferableaickets)limited whatrailroadscoulddo,
but today it is clearthatpricediscriminationis the
maindriving force behindairline yield management:

Faresofferedat www.continental.conon Feh 27,
2002:

Minneapolisto Newark, NJ on Wed.,March 20,
returningFri., March22: $772.50

Minneapolisto Newark, NJ onWed.,March 20,
returningWed.,March27: $226.50

Newark, NJto Minneapolison Fri., March 22,
returningFri., March27: $246.50

Airline “yield managementénabledoy lack of
anorymity andnon-transferabilityof tickets,whichtie
passenger® restof world.



Therole of cyberspaces increasingandattacksand
otheractionsin cyberspacarefasterandmore
farreachingthanin physicalspace.

Partial solution:

speedoumps









Quanti®ablebene®tf (incomplete)security:



(Tentatve) conclusions:

We will continueto live ontheedgeof intolerable
Insecurity

Keepusabilityfactorsandgenerallypsychology
economicsandsociologyin mind

Keepin mind the opponentspsychology
economicsandsociology

Think of securityasspeedoumps

Considelbiologicalanalogiesdiversityvs.
monoculture|imiting ratesof infection, ...

Compartmentalization

Requirecentralizatiorof humanexpertise to
achieze economie®f scale

Insteadof impregnabledefensethink of
combinationof defenseandcounterattack
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