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Motivationandoutline:
� Basicquestion:Why haven't cryptography and

securitylivedup to their promise?

– Is thefuturegoingto beany better?

� Main points:

– Strongeconomic,social,andpsychological
reasonsfor insecurity

– Peopleandformalmethodsdon't mix well

– We will continueto rely on theequivalentof
chewing gumandbailingwire for security

– Needto think notof absolutesecuritybut of
adding“speedbumps”to the“Information
Superhighway”



Honor SystemVirus

Thisvirusworkson thehonorsystem.

Pleaseforwardthismessageto everyoneyou
know andthendeleteall the�les onyour
harddisk.

Thankyou for yourcooperation.



Moreseriously:
� Nigerian419scam
� ªsocialengineeringº
� ...



Do notexpectimprovement:teachingpeopleabout
securitywon't helpbecause:

� growth in ranksof usersof high tech
� proliferationof systemsanddevices

improvementsin usabilityof individual systemsand
devicesto becounteractedby growth in general
complexity



Humandif�culty with formal reasoning
illustratedby theWasonselectiontask:

Rule:Peopletraveling from DC to NYC take thetrain

� Alice: wentto Boston
� Bob: �e w
� Charlie:wentto NYC
� Donna:took thetrain

Problem:whichcards(eachonewith oneside
describingwhereanindividualwent,theotherside
how thatpersongot there)have to beturnedover to
decidewhetherrule is satis®ed.

Typically about25%getthis right!



Theotherpartof Wasonselectiontask:

Rule:A kid thathasicecreamfor desserthas
to do thedishesafterdinner

� Alice: hadapplepie
� Bob: watchedTV
� Charlie:hadicecream
� Donna:washeddishes

This timeon theorderof 75%of thepeople
getit right!



Main pointof citing theWasonselectiontask:

Showspeopleareoptimizedfor sometasks,but
logical reasoningis notoneof them

Notethattypical4-yearold is farsuperiorto any
computerin speaking,understandingspeech,face
recognition,...



Major problemwith securesystems:

secretariescouldnot forgetheirbosses'
signatures



Intentionalambiguity(in proposedSECrule for
corporatelawyers):

Evidenceof amaterialviolationmeansinformation
thatwould leadanattorney reasonablyto believe that
amaterialviolationhasoccurred,is occurring,or is
aboutto occur.

vs.

Evidenceof amaterialviolationmeanscredible
evidence,baseduponwhich it wouldbeunreasonable,
underthecircumstances,for aprudentandcompetent
attorney not to concludethatit is reasonablylikely
thatamaterialviolationhasoccurred,is ongoing,or is
aboutto occur.

It is easyto make fun of lawyers,but don't weall like
to have someslackin our lives?



Deeperambiguityof humandiscourse:

Pleaselet theplumberin to �x theleaky
faucet.







Yetsomehow we havemanagedto live with all this
ambiguity!

Theformalworld andthehumanworld dooverlap
andinteract,but arefarapart.

Theformalworld wassupposedto providesecurity
for thehumanworld, but it is themessyfeaturesof the
humanworld thathelpcompensatefor theinsecurity
of theformalworld.



How havewe survivedall thesedecadesof computer
andnetwork insecurity?

Many disasters(LongTermCapitalManagement,
WorldCom,Enron,...) but notasingleonewhere
electronicinsecurityplayedaseriousrole!



1980s:the“GoldenAge” of civilian cryptography and
security

1980s:the“GoldenAge” of fax, includingfaxed
signatures



Searchfor de®nitionof a digital signaturehampered
by lackof de®nitionof ordinarysignature:

validity of ordinarysignaturedependsona varietyof
factors(suchasageof signer, whethershewassober,
whethershehadagunpointedatherhead,whether
thecontractis allowedby law, ...)



Why doesa faxsignaturework?

It hasto beviewedin context of theentiretransaction
it is partof. (And it is notusedfor de®nitive versions
of largecontracts,...)



Traditionalsecurityconcernsof technologistsapplyto
cyberspace.

Cyberspaceis just apieceof humanspace,for
physical,social,andeconomicreasons.



Key factor:economicdesirabilityof price
discrimination(which is facilitatedby lackof
anonymity):

Charlie:willing to preparea reportondigital cashfor
$1,500

Alice: willing to pay$700

Bob: willing to pay$1,000

Uniform pricingmakestransactionimpossible

ChargingAlice $650andBob$950makeseverybody
betteroff (in conventionaleconomicmodel)



Airlines andrailroads:differentservicesor price
discrimination?

Therewassomedoubtacenturyago,whenprivacy
(transferabletickets)limited whatrailroadscoulddo,
but today, it is clearthatpricediscriminationis the
maindriving forcebehindairlineyield management:

Faresofferedatwww.continental.comonFeb. 27,
2002:

Minneapolisto Newark,NJ onWed.,March20,
returningFri., March22: $772.50

Minneapolisto Newark,NJ onWed.,March20,
returningWed.,March27: $226.50

Newark,NJ to MinneapolisonFri., March22,
returningFri., March27: $246.50

Airline “yield management”enabledby lackof
anonymity andnon-transferabilityof tickets,which tie
passengersto restof world.



Theroleof cyberspaceis increasing,andattacksand
otheractionsin cyberspacearefasterandmore
far-reachingthanin physicalspace.

Partial solution:

speedbumps







Quanti®ablebene®tsof (incomplete)security:



(Tentative) conclusions:
� Wewill continueto live on theedgeof intolerable

insecurity
� Keepusabilityfactorsandgenerallypsychology,

economics,andsociologyin mind
� Keepin mind theopponents'psychology,

economics,andsociology
� Think of securityasspeedbumps
� Considerbiologicalanalogies:diversityvs.

monoculture,limiting ratesof infection,...
� Compartmentalization
� Requirecentralizationof humanexpertise,to

achieveeconomiesof scale
� Insteadof impregnabledefense,think of

combinationof defenseandcounterattack
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