Myrmic: Secure and Robust DHT Routing

ABSTRACT who can control a significant fraction of nodes in the system.
Algorithmically, several DHT schemes that are provably

A distributed hash table such as Chord attempts to build a - s
robust to malicious failure have been proposed. These prov-

persistent store from a network of (possibly unstable) peer : -
nodes. There has been a great deal of work on making DHTs@P!Y Secure protocols are of interest because securityproo
robust to environmental interference (such as membership'tle outall possible future attacks addition to the set of
churn, transient routing failures and high CPU load) butcon currently known attacks. The literature on cryptographic
siderably less work on implementing DHTSs that are secure N€tWOrk protocols has many examples of schemes, using
againsidversarialbehavior designed to cause DHT failure. Strong cryptographic primitives, that were designed witho

In this paper, we introducklyrmic, a novel DHT routing a proof of secu_nty and eventually broken [12, 13, 14]. Un-
protocol designed to be robust against adversarial interfe fortunately, while many of these provably secure schemes
ence. A key feature distinguishing Myrmic from other DHT Scalé well asymptotically (for example thf scheme in [15]
implementationss a root verification protocolthat allows @S latencyO(logn) and bandwidthO(log™ n)) these pa-

anyone to verify that the node responding to a query for key rameters do not always translate well to implementatioes du
k is indeed the “correct” holder of the key. We give analyti- to the constants involved. Thus these theoretical schemes,

cal results showing that even when a large fraction of nodes, While interesting, are not practical for implementation.

for example 30%, cooperate to adversarially interfere with N this paperwe introduce and report on the PlanetLab [16]
query routing, Myrmic finds uncorrupted roots in expected deployment of Myrmic, a DHT implementation with prov-
logarithmic time, and confirm these results with simulagion aPI€ security against malicious node failures. Myrmic has
of 1000 nodes. Finally, we implement the proposed proto- t_h_e same sem_antlcs as Chord and in a network with no ma-
col and evaluate it through experimentation with 120 nodes I€i0us nodes it has message cost and latency that are prov-
on PlanetLab in order to measure wide area network perfor- @Ply at most twice the cost of Chord with recursive routing.
mance. All of these results suggest that Myrmic provides Our experiments with the system both in the wide-area Plan-

stronger robustness guarantees while incurring minimal ne ©tbab testbed and in a local-area network show that good
work and CPU overhead. performance is maintained even when 30% of nodes behave

maliciously by dropping all routing requests. Thus, itcan b
used as a drop-in, secure replacement for Chord.

1. INTRODUCTION Four key ideas are involved in the design of Myrmic. First,

A distributed hash table (DHT) is a service that mk@gs  we use a small set of trusted nodes to provide a kind of lo-
in a flat identifier space ontoodesin a network of peers.  cal admission control; these nodes store no state and may
Systems such as CAN [1], Chord [2], Pastry [3], OpenDHT [4]fail transiently with no effect on the security of the sys-
and Tapestry [5] structure peers into an overlay networksuc tem. Second, our system is designed to tolerate failures on
that each peer need only remembitog n) other peersand a3 small percentaggof routing requests, while guaranteeing
can locate any identifier in at moSk(log n) hops. Because  that these failures are transient, even when they are mali-
of their scalability, lack of a central point of failure, add- cious. Third, we use ot verification protocolthat with
sign for fault tolerance, these systems can be used to conhigh probability allows only a single node to prove current
struct a wide range of distributed applications, for exam- ownership of a given key; this prevents many of the previ-
ple P2P file system [6], P2P archival systems [7, 8], P2P gusly known attacks on overlay routing schemes. To our
DNS [9, 10], and Resilient overlay networks [11]. knowledge, Myrmic is the only DHT protocol where root

Many of these DHT implementations have been engineeredserification isexternally verifiable any node can check that
to tolerate faults caused by environmental conditions such the result of a lookup is correct. While this property is not
as transient routing failures, overloaded CPUs, and mem-crycial to the design of our system it simplifies some aspects
bership churn. However, many of these systems are not de-of application design, for example, allowing new nodes to
signed to deal witladversarialfaults that maliciously pre-  join the DHT without the additional trust assumptions of a
vent nodes from discovering the correct mapping between trusted gateway or the additional communication cost of us-
identifiers and peers. Violating the correctness of this-map ing several redundant gateways. Finally, Myrmic makes use
ping can in turn invalidate the correctness or security of pr  of adjustablesoft timeoutsto provide a trade-off between
tocols running on top of the DHT, since they assume the query response latency and bandwidth while guaranteeing
mapping to be correct and consistent. Since many of the rejiable delivery of messages in the face of transient or ma-
systems proposed to be built on top of DHTs have direct fi- |icious faults.

nancial or security implications, it is natural to expectth The remainder of this paper is organized as follows. Sec-
if they become popular, they will be targeted by adversaries



tion 2 gives an overview of DHT protocols and Chord. Sec-
tions 3 and 4 give a more detailed overview of our threat
model and the algorithms employed by Myrmic. We ana-
lyze the security of these algorithms briefly in section 5 an
report on experimental evalautions in simulated, locakar
and wide-area networks in section 6. Finally, we discuss re-
lated work in section 7.

2. BACKGROUND
2.1 Overview of DHT Routing

In this section, we briefly overview DHTSs using Chord [2]
as a concrete example. DHT networks allow nodes to store
and to retrieve data objects efficiently. Each node is assign
a unique identifier, onodeld and each application object is
assigned a unique identifier, key. Node identifiers are of-
ten computed as the cryptographic hash (e.g. SHA-1) of the
node’s public key or IP address, while a key is usually com-
puted as the cryptographic hash of an application object’s
attributes, which can be used to identify the object. Nosleld
and keys are uniformly distributed in theéspace a set ofin-
bit integers. A keyk is mapped to a unique node — the key's
root is denoted agoot(k), based on numerical proximity. In
Chord, the nodeoot (k) is the node with the smallest nodeld
equal to or greater thahin the Id space. When a node in-
serts a key-value paifk,v) , the noderoot(k) stores the
pair, where the value is application-specific information.
When a node (a querier) queries the key-oot(k) returns
v. In order to tolerate failures and/or expedite the query pro
cessk,v) can be replicated at several nodes, caftgalica
roots In Chord, the replica roots df, v) areroot(k) and
its several successors.

A DHT provides a distributed lookup protocol, which al-
lows queriers to communicate with the node that stores a
particular data object efficiently. For this purpose, eamthen
maintains a routing table containing a set of other nodes
nodelds and IP addresses. The nodes in each routing ta

logarithmic number of hops. In this approach, caltedur-

sive routing the sender delegates routing to the next hop and
from then on it loses control over the traversed hops. In-
stead of asking to forward the message, the sender may ask
for the information regarding the next hop. In this apprqach
callediterative routing the sender discovers the full route to
root(k) and contacts the destination.

2.2 Security Issues in DHT

Like other networks, DHTSs are vulnerable to attacks. Be-
low, we briefly overview the attacks (specific to DHTS) pro-
posed in previous work [17, 18] and the known approaches
to dealing with them.

Sybil attack [19]: an attacker generates a large number of
bogus DHT nodes to out-number the honest nodes. This
attack is, in general, overcome by introducing @fftline
trusted entity [17], such as a certificate authority (CA)efv
with a CA, if malicious nodes can pick their nodelds, they
can control the access to popular data objects by becoming
the root of those objects’ keys. Thus it is typically assumed
that the CA will perform some level of admission control to
limit the number of certificates issued to attackers.

Message corruption, drop, and delay{17]: A DHT node
forwards messages (data as well as control) for others using
its routing table. An attacker can eavesdrop on and modify
overlay messages passing through it. Even if the messages
are signed and encrypted, he can drop or delay them. lIter-
ative routing can be used to prevent such attacks on routing
messages [2, 20].

Routing Table Poisoning (Eclipse Attack)[17]: Since a
node’s routing table is generated from information fromeoth
nodes, it is possible that its routing table could be coedpt
(i.e. filled with attacker’s IP addresses). This attack is ef
fective for DHTs having flexibility in selecting routing tkb
entries.

Root Spoofing Routing in a DHT is “proximity” routing. A

message is routed to a key’s root rather than a node specified

ble are chosen in such a way that a lookup message Carby the querier. Without detailed knowledge of the replier’s

be efficiently delivered to its destination. For example, in
Chord, the node witodelId maintains aouting or finger
tablethat contains thé(log n) tuples of the formentry;
(nodeld;, I P;), wherenodeld; = root(nodeld+2"1). In
addition, each node with I maintains pointers to its im-
mediate predecessors (denoted in order of distah@e, p?(z), . .
and a list of its nearest successors inttispace, denoted by
st(z),s%(x),...,s'(x). We follow Chord in using thigon-
strainedrouting table; for a discussion of the performance
implications of this decision, and possible optimizaticsee
Section 6.5.

To route a message t@ot(k), Chord finds the “finger” in
its routing table with the highesideld less than or equal to

neighborhood, the querier cannot verify whether the replie
is indeed the root of the key.

3. PROBLEM DESCRIPTION, ASSUMPTIONS
) AND OVERVIEW

DHTs are designed in such a way that each node stores
information about only a small number of other nodes. This
makes them scalable in terms of storage overhead and rout-
ing overhead, but leaves nodes vulnerable to attacks based
on limited knowledge of the current state of the network,
such as root-spoofing. Here we outline a specific (known)
attack scenario, followed by a general definition of routing

k and hands over the query message to that node to be routedecurity and a description of our solution and assumptions.

further. At the end, the destination (supposeddyt(k))

replies to the sender via direct IP communication. During
this routing, the distance between a message’s current loca
tion and its destination is halved in each hop resulting in a

3.1 An Attack Scenario

The most important property in DHT routing is that when
a lookup for a keyk is performed, the resulting DHT node



should beroot(k), given thecurrentsystem state. Figure 1
shows a typical attack scenario, where nddlés root(k).
Suppose” inserts a key-value pailk, v) at R. Later, when
@ queries the key, it asksD for the next hop, which returns
E. Now E, colluding with B (or perhaps unaware at's
existence), returng, which claims (being close tb) that it

is responsible fok, thus, effectively hiding? from Q. Since

@ does not know abouk and B appears to be a plausible
destination,() acceptsB as the destination responsible for
that key. In this case( is unable to retrieve the value
corresponding to key. We note that this attack can also
work if any node along the query route, for examgple is
malicious: whileD cannot claim to beoot(k) he can route
the query to his colludeB who is close tck.

Thus a DHT without a root
verification mechanism cannot guar:
antee the delivery of query mes-
sages. Following the same at-
tack logic, malicious nodes can
attack insertion messages as wel
as DHT control protocols, such
as routing table maintenance or
joins. The reason is that all of
the_.DHT 'protocols rely on the Figure 1: An attack sce-
ability to find the correct root of
a key. Without a root verifica-
tion mechanism, query and insertion messages could be de
livered to incorrect nodes, routing tables could have more
and more malicious nodes, and a new node could join a logi-
cally separate network filled with malicious nodes. In short
an adversary can disrupt most of the functionalities of the
DHT.

nario.

3.2 Problem Description

Security of DHT routing is thus a weak link in building se-
cure DHT-based applications. Conversely, combining a se-
cure DHT routing protocol with existing security technigue
will allow us to construct secure DHTs and DHT-based ap-
plications. Castreet. al. [17] define routing security as
follows: The secure routing primitive ensures that when a
non-faulty node sends a message to a keyhe message
reaches all non-faulty members in the set of replica rddts
with very high probability. While this is certainly a neces-
sary condition for security, we argue that it does not spec-
ify sufficient conditions. For example, if we were to design
a “secure routing primitive” that guaranteed delivery tb al
replica roots inf2(n!) steps, it would meet this definition but
its performance would be completely unacceptable, essen
tially making the protocol one giant algorithmic denial-of
service attacks [21]. Thus efficiency in the face of an attack
is an important concern. With this in mind, we refine this
definition more formally as follows:

DEFINITION 1 (6-SECUREDHT ROUTING). Arouting
protocol iso-secure if it ensures that with probability at least
1 -4, when a non-faulty nodd initiates a lookup for a uni-

formly chosen key:, A correctly identifies the nodeot (k)
within an expected (log n) hops, despite the presence of a
fraction f < 1 of malicious nodes.

Notice that the above definition explicitly states that we
will allow a certain fractiong, of queries to fail. Thus an im-
portant question is what values &f protocol can support.
Later in this paper, we show that Myrmic can deliver 99.99%
of packets within 1.5 times the latency of Chord even with
25% of attackers dropping packets. (i.e. if Chord needs
5 hops on average without an attacker, Myrmic needs 7.5
hops even with 25% of nodes behaving maliciously) Also
note that we allow arbitrary behavior by malicious nodes,
including root spoofing; message corruption, dropping, or
mis-routing; and other behavior outside of the protocotspe
ification. In summary, (1) the sender must be able to verify
the root, (2) in case root verification fails (e.g., a malitio
node impersonates the root), the message must be able to
bypass malicious nodes and eventually reach the root if it is
reachable(that is, there is a path from the sender to the root
that consists of only non-faulty nodes), and (3) the secure
routing protocol must be efficient, even under attack.

3.3 Assumptions

Before introducing Myrmic, we discuss a few assump-
tions. To avoid attacks related with nodeld assignment such
as the Sybil attack [19], we assume the existence of an off-
Tine certification authority as in [17]. We also assume that
N nodes form a DHT network. A bounded fraction of the
nodesf (0 < f < 1) may be faulty. We assume faulty
nodes may collude and adversaries are “non-adaptive/, i.e.
(1) faulty nodes can operate in concert. (2) at most a frac-
tion f of current nodes are malicious or vulnerable to com-
promise in any given time period, including the initial time
period when the network bootstraps. The set of vulnerable
nodes, however, are not chosen by the adversary. We note
that a “fully adaptive adversary” that can instantaneously
corrupt any node in the DHT can defeat the security prop-
erties of not only Myrmic, but all previous protocols in the
literature. We assume adversaries can not corrupt or pre-
vent IP network layer communication between honest DHT
nodes. However, adversaries have complete control of IP-
and DHT-layer traffic passing through faulty nodes. We as-
sume that all nodes are loosely time synchronized, e.g. hon-
est nodes’ clocks agree to within a few secohdfe do not
consider denial-of-service attacks (against arbitrarges)
at the network level; these attacks can essentially defgat a
protocol in the literature, (e.g. by preventing nodes froim i

tiating lookups) and are outside the scope of this paper.

3.4 Myrmic: High-Level Overview

In addition to the off-line CA, Myrmic introduces a new
on-line authority, called th&leighborhood Authority (NA)

!Since our setting includes a small set of trusted nodes that com-
municate periodically with each host, it is feasible to provide this
level of synchronization



The N A only participates in DHT network management by nodes are alread required to maintain neighborhood infor-
issuingNeighborhood Certificates (nCertg) a small setof ~ mation. The IP addresses of these neighbors are listed in the
nodes after DHT membership events such as join and leaveroot’'s nCert, which is a signed list including the root ard it
The N A is notinvolved in any other functionality of DHT  immediate neighbors. When a certificate is invalidated by a
routing, in particular queries can proceed without comtgct ~ change in membership, those neighbors are informed. Hence
the NA. The N A has a public/private key pair for signing as long as a malicious node has one honest neighbor, it can-
certificates and we assume that its certificate is publically not use a revoked certificate since the querier can contact
available. TheV A is stateless and can be replicated to han- any neighbor directly to provide a more recent certificate;
dle high churn rates or transient node failures. Similar to thus by adjusting the neighborhood size appropriately, we
the CA, theN A is a central point of trust rather than a cen- can limit the probability that a malicious node can use a re-
tral point of failure. Thus if theV A goes offline for some  voked certificate while not requiring any interaction witiet
period of time, there will be two effects. First, new nodes NA.We stress that Myrmic also includes protocols that allow
will be unable to join the network (but can still route querie  the DHT to quickly recover from the ocassional event that all
through existing network nodes). Second, since our arglysi the nodes in a neighborhood become faulty; see Section 5.4.
treats nodes that leave the network without communicating

with the N A as faulty, long periods of unavailability will 4. SECURE DHT ROUTING

increase the fraction of faulty nodes the network must {oler
ate. Notice that once a node is no longer included in fresh
nCerts, it is no longer considered faulty, because no nodes
will attempt to contact it.

Myrmic usesiterative routing which incurs just under
twice the latency and message cost of recursive routing, in4.1  Root Verification Using nCerts
order to allow a querier to monitor query progress and to find
alternative routes in case its query is mis-routed or drdppe
on the route. With iterative routing, the secure routingopro
lem can be reduced to the problem of verifying that a query
for key k makes progress and discovers the correot (k).

In this section, we first present the format of the nCerts
used by Myrmic to certify the range of a node. We then
present the algorithms employed for the root verification,
join, leave, and lookup operations.

The range of a node in Myrmic is determined by its nodeld
and that of its immediate neighbors: the range of n&de
is the interval from the predecessor of RR)) to R, i.e.,
range(R) = (p(R), R]. Hence by including both R and
. . P X p(R) into R’'s nCert, R can prove its range in a DHT with
Myrmic allows a querier to verify individual nodes’ current static membership. With membership changes, however, a

ranges using nCe'rts iSsued t?y Wed. This prevents a Ma-  node's range may change, requiring a method for queriers to
licious node from impersonating the root of a key outside its determine whether an nCert is fresh

range or routing a query to an incorrect node. For this purpose, we include several nodes in each nCert

A pgil'\{e approach W.Ou.ld be for th¥ A to issue a_anrt to serve as witnesses to the freshness of the nCert. When
to a joining node specifying the range of the keys it will be a nCert is revoked, the witnesses are notified by thé.

respons?ble for. Whengver th_e hode needs t(.) prove that it iSHence, by consulting with the witnesses, one can verify the
respon5|ble for a certain key_, it could presentits NCerHO  poqpneqs of g nCert. If any witness can prove that a re-
ever, In ‘?‘l.JCh an apprqach itis not clear h_oyv on(? can dealvoked nCert is indeed revoked, then a malicious node can
with certlflcgt_e revocation segu.rely apd efficiently: when a,qo 5 reyoked nCert only if all (live) witnesses are its col-
new nodel joins the_network, itis assigned a part of the key luders. Hence by adjusting the number of witnesses, we
range that was previously assigned to another ahdehich can bound the probability that a malicious node succegsfull

nei:e?fgltgtets re\éocatlon of partA;‘.B pre}/logs rfmge. W:Fh.' uses a revoked nCert. As previously mentioned, we choose
oude icien Ia!" secure Fgfl’_‘t’caf lon ?( n ber S, a m? ICIOUS the nearest neighbors of the nCert's owner node to be the
node may claim responsibility for a key Dy presenting an inesses as they must maintain this information anyways

old certificate. If the revoc:?\tlon information is broadeabt _and may also be replica roots, depending on the application.
by trusted nodes, nodes will have to keep an amount of in- The format is thus:

formation linear in the number of revoked certificates. Fur- o i List issueT T
thermore, theV A will be required to remember what nCerts Z;@gg — {I’gl”S’“T)m {n Img”;;“; ;me’ e’”’}”l“e 7’)7?6}
it has previously issued in order to revoke them, increasing Iy = (n’(’,d(f}d;%lj;;)( P s )

the complexity of implementation and A replication. . hey A usi inital i
Therefore, the key problem here is how to allow queriers _ A NCertis signed by thé/ A using secure digital signature
Signsg, . () with private key of theNA. The nCert also

to efficiently obtain a fresh certificate that explains thecu Vo . . S )

rent range. Myrmic enables queriers to find fresh informa- INcludes its issue time and its expiration time. Theistr
tion by checking with “authorized witnesses”. We choose " "Certr includes tupllesf = (nodeld, IP), which allow
a node’s neighbors as the authorized witnesses because: (1?|rect IP connections t&'s neighbors. The size of theList
a node’s range is determined by its neighborhood informa- (= 2! + 1) is & system parameter defined by tNel. We

tion, (2) the root’s neighbors are usually the replica rp(&s exp!aln how this pa_rameter effects _s_ecu_rlty In section 5. .
Figure 2 summarizes the root verification procedure, which



Il verify if R is the root of keyk
Q.verify_root(nCertg, k)
if(nCertgr.expireTime < currentTime or
is-root(nCertg, k) is false)
return false;
else
for(X € nCertr.nList)
nCerty = X.find-nCert(R);
if( nCert’y.issueTime > nCertg.issueTime
andis_root(nCert'y, k) is false)
return false;
returntrue;

I verify if R is the root ofk according tonCertg
Q.iscroot(nCertg, k)
if(k € (nodeld, gy, nodeldr])
returntrue;
return false;

Figure 2: The pseudocode to verify if R is the root of k.

assumes that all nodes have current nCerts. Here a querier

Q usesnCertg to verify whetherR = root(k) by applying
two tests. First we check thate range(R) = (p(R), R]
wherep(R) and R are included innCertg; second, we
check thatnCertg is fresh. This is accomplished by ob-
taining copies of.Certg directly from the witnesses. If a
witnessX gives a validnCert/; which has issueTime later
than the issueTime inCertr and the root ofk according
to nCert’, is different from R, then R fails the test. The
guerier @'s communication overhead is to contat wit-
nesses and the computation overhead is to verif2ilsg-
natures of the replied nCerts.

4.2 Neighborhood Certificate Update

At every membership change, théA must re-issue nCerts
to the nodes affected by the change. When a nbgl@ns

/I node J joins the network. node B is used for bootstrap
J.join(B)
R = B.find-root(J);
NA.update.nCerts(R, J);
init_finger_table(B);
update_others();

/l'issue a nCert to the joining node and update its neighbors’ nCerts
N A.update_nCerts(R, J)
if (accept(J) istrue and verify-root(nCertg, J) istrue)
list = nil;
list = construct_neighbor_list(R, J);
generate_distribute_nCerts(list);

/I N A constructs a list of the nearest neighbors of the joining node
N A.constructneighbor_list(R, J)
list = nil;
for (X € R.nCert)
for (Y € X.nCert)
for (Z € Y.nCert)
if (in-list(list, Z) is false) andping(Z) is live)
insert_into_list(list, Z);
insert_into-list(list, J);
while(count_live_successors(list, J) < 21)
get_-more_successors(list, J);
while(count_live_predecessors(list, J) < 2l)
get-more_predecessors(list, J);
returnlist;

N A.generatedistribute _.nCerts(lzst, J)
nListy = gen-nList(list, J);
for (X € nListy);
nListx = gen_nList(list, X);
nCertx = Signsk,, {nlistx ,issueTime, expireTime};
send@Certx);

[l 'initialize finger table of the local node
/I this procedure is not modified from chord
J.init finger_table(B)

/I update other nodes’ finger table
/I this procedure is not modified from chord
J.update_others()

Figure 3: The pseudocode for a nod¢ joining the DHT.

the DHT, it obtains a nCert and, in addition, tNed updates can directly contact the neighbors & Next NA calls

the certificates of every node whose neighborhood changesconstruct_neighbor_list() to construct a list of nodes in-
because of this node addition. More specifically, Ahé up- cluding J and its (at least) nearedi neighbors 2/ pre-
dates the nCerts of all the nodes listechibist ; to include decessors anfll successors). The result is a ligtist =

J in theirnLists. Similar updates are also carried out when {... sIp2e(ays s Ipnys Ly Lsays oy L2y - - }. This list

the NA is notified that/ has left the network. includes all the informatiotV A needs to generate new nCerts.

When a new node joins a Chord network, it first learns its OnceN A has the list, it callgenerate_distribute_nCerts()
neighborhood information from a bootstrap node, and then to generate2l + 1 nCerts ofJ, its nearest predecessors,
gradually fills in its finger table using queries to the appro- and its nearestsuccessors. EaciCertx, is sent all of the
priate Ids. Our join protocol only modifies this first portion nodes listed in it (includingy).
of the joining protocol but not the other parts, i.e., we only
modify the part of the protocol that the joining node follows
to initiate the list of its neighbors and notify them.

As shown in Figure 3, with the help of a bootstrap node
B, the joining nodeJ locates the nod& = root(nodeldy)
using the secure iterative routing protocol (to be preskinte
section 4.3). Next/ contactsV A to getnCert ;.

To generatevCert s, N A needs to learn the (nodeld, IP)
pairs of the2l nearest neighbors, which will be ifis nList.
Similarly, to update the nearest neighbors’ nCexs}| needs
to find out the (nodeld, IP) pairs dieir nearest neighbors.
For this purpose}N A obtains and verifieg?’s nCert using
the root verification protocol. Onc& A hasR’s nCert, it

/I node X maintains updated neighborhood
X.maintain()
for (Y € nListx)
if (ping(Y') is dead)
Z =Y,
do
Z = find-root(X,(Z.id + 1));
while (ping(Z) is dead)
N A.update-nCerts(Z, Z);

Figure 4: The pseudocode for a nodeX maintains up-
dated neighborhood

When a nodéeaveshe DHT, other nodes (gradually) up-
date their state tables. The range of the left node must be



allocated to its neighbor(s). Hence once a leave is detected | ¢ o oot ofk using gateway node G
the N A should be notified to update nCerts of neighbors of @ find_root(G, k)

the left node. In the proposed scheme, a nad@eriod- :}i’jf;’i :qu;;

ically calls maintain() to ping nodes listed in its nCert. current = G;

If it believes one of them, say’, has left, it findsY"s im- dofor(nCmX € {nCert stored by current})
mediate live successdf and contacts thé/ A, which calls if(is_root(nCertx, k) is true)
update_nCerts(Z, Z). When the procedure finisheg,in- Wverify-root(root, k) is truc)
heritsrange(Y) and the nodes listed inCert  (including else ’

X) obtain updated nCerts. insert(ring, nCertx);

mark_as_contacted(current);

We now briefly consider the additional overheadipflate nCerts. p = find_predecessor-on_ring(ring, k);

To simply the discussion, we consider the number of mes- if(;gjg‘lijn’afgij%ﬂ“mg(”’”-‘1"“>3
sages an entity sends as its communication complexity and returnnil;
digital signature operations as its computation compyexit 'f(“;fg@lfifie; f‘ < };l'fojeef)dP — K
Note that nodes in neighbors’ nCerts are overlapping and current = rjndom_select_from(ncerts);
nCertx is stored by all nodes listed in it. Hence, in the else

current = random_select_from(nCertp);
threefor loops ofupdate_nCerts(), N A can pull thell+1 nhops + +;
nCerts from the2/ + 1 nodes listed imCertg. N A pings while(nhops < NHOPSMAX);

. t il;
another2l nodes incount_live_predecessors(list, J) and e

count_live_successors(list, J). NA also signs the new
generate@/ + 1 nCerts. Since a nCert is sent to all nodes
listed in it, NV A sendsi/ + 1 messages to distribute tBé+

1 nCerts. The overhead of regular nodes involved in the
change is (at most) one signature verification and one mes-
sage, either sending an nCertXA or replying to a ping.

Figure 5: The pseudocode to find and verify the root.

contact. Thus) finds nodes” and.S whose nodelds imme-
diately precede and succegdn thering. Unlike Chord,
which usesP as the next hop, our next hop decision depends
4.3 Secure Iterative Routing onS andP's neighbors. First, if the distance betwegand
k is smaller than a thresholt] then@ sets a random neigh-
bor of S as the next node to contact, where the thresfold
is Q's estimate of the distance betweesvt(k) and its fur-
thest succeeding witness. Hence, succeeding witnesses can
be used not only to verify a nCert but also to find the root. In
cases is not used() finds a nCert that containB and ran-
domly picks one of the nodes listed in that nCert as the next
node to contact. This random selection process strengthens
our protocol against an attacker attempting to provide tsCer
that list colluders as the deterministic next hop.

The protocol fails (returnings!) if all nodes onring have
been marked as contacteds@tops is larger than a thresh-
old NHOPSMAX, wherenhops is the number of nodes that
Q has tried to contact during the query. NHORB\X is a
system parameter computed based on the anticipated node
join-leave rate and percentage of malicious nodes. Assum-
ing NHOPSMAX is sufficiently large, the protocol may fail
only if @ has contacted all nodes, to which it has a path and
none of them know-oot(k). This failure may be caused by
" two reasons: eithep contacts all nodes in the DHT and can-

not find a valid nCert; or the DHT is partitioned by malicious

nodes and dead nodes, whéf@ndroot(k) are in different

components. This can happen only when the network has a
' high percentage of malicious nodes and/or the churn rate is

extremely high.

In addition to the protocol shown in figure 5, our itera-

tive routing protocol also uses dual timeoutsséft timeout

2Note thatQ does not need to contact any node to verify these happens wher judges that it has waited too long for a re-

intermediate nCerts- only signature verification is required, which Ply from current and simply contacts another neighbor of
shows that the nCert was recently issued byhé. eitherS or P according to the next hop selection process de-

Given the root verification procedure and securely main-
tained finger tables, we can construct an iterative routing
procedure that correctly and quickly routes DHT lookups by
verifying that intermediaries give correct next hops arat th
the alleged result of a query féris the correctoot(k). Fig-
ure 5 shows the procedure a Myrmic cligptuses to route
a query for keyk through a possibly untrusted gateway
(which may beQ).

The main ideais as follows) maintains a circular listing
that isQ’s current view of the DHT. Theing is populated
with nodes and their nCerts polled from nodes tfyahas
contacted during the quer§) repeatedly finds the next node
to contact from the ring until it finds the root.

At any point during the query) considers some node
current to be the next node on the routg.contactsurrent
and asks for the nCerts of eachwfrrent’s neighbors and
each of its fingers. Ifurrent does not provide nCerts con-
sistent with a complete finger table, or it does not respond
to this request, it can be ignored as a faulty node. Other
wise these nodes’ nCerts are checkehd the nodes listed
in them are inserted intoing. If current is root(k) or any
nCert received fromurrent contains-oot(k), the lookup is
completed. Notice that we therefore need only to find a live
honest neighbor ofoot (k) in order to correctly complete a
lookup.

If current is notroot(k), @ needs to find the next node to




scribed above. If) receives a message framrrent after a correct nCert to each affected node at time 1. A similar

soft timeout, it will still process the result and updateg. argument establishes the correctness of nCerts after joins
When all nodes oning have been marked as contacted and . e

the hard timeoutfor each node is reached) determines 5.2 Security of Root Verification

that the lookup has failed and drops the message. Using Let us assume that nCerts are unforgeable, and consider
a short soft timeout may increase the number of messagegshe circumstances under which a naenay falsely claim
sent, while reducing the delay caused by a malicious noderesponsibility for a key. Since nCerts are unforgeable, and
who does not respond, or a slow link. We note that as the softthe N A is trusted,R may only fraudulently claim or dis-
timeout approaches 0, this lookup process becomes similarclaim responsibility after a change in membership. Node
to the parallel lookup process employed by Kademlia [20] R’s range may change in one of four ways. (1) A new node
(since we contact several next hops in close succession) and/ joins the DHT and becomée’’s predecessoi? loses part

can decrease the lookup time. On the other hand, by us-of its previous range. (2R’'s predecessor left an&’s new

ing a longer soft timeout, we can reduce the total number of range includes both its old range and its old predecessor’s
lookup messages sent; this gives the nQdhe opportunity range. (3)R left and lost all its range. In these three cases,

to trade off lookup latency for bandwidth consumption. N A runs the nCert update protocol and new nCerts are dis-
tributed to all witnesses. To use a revoked nCert, a maliciou
5. SECURITY ANALYSIS node must collude with all “current” withesses. [7&be the

In this section, we argue briefly for the security of the Iifeti_me ofa_nCert, and Ie,_f includ_e_the percentage of nodes
protocols sketched in section 4. We first show that honest |€aving duringl’. Assuming malicious nodes do not leave,
nodes always have a correct nCert and consistent neighborn€ probability that a revoked nCert can be useds i.e.
hood view. This allows us to prove that the root verification the probability that albl neighbors offz are faulty. (4) is
procedure fails with only very small probability. Finallygw ~ relocated. A node may be relocated only when its nCert has
argue that because of these properties, the iterativengouti  €XPired and it is trying to obtain a new one. In this cage,

procedure of Myrmic succeeds @(log n) steps with high cannot claim responsibility for its previous range becafse
probability. the expired nCert.

51 Security of nCert Updates 53 Secunty Of Iterat've Rout|ng

We define a correct nCert to be one that consists of the L€t d be a “security parameter” for secure DHT routing,
nodelD and IP of its owner, plus tiemost inmediate pre- €9 the probability of routing failure we are willing to &t
decessors and successors that are visible toithe We ar-  ate? Here we show how to set the Myrmic paraméiéas a
gue that with high probability the Neighborhood Certificate function ofn and f) so that with probability at least — 4,
Update protocol generates correct nCerts. In this protocol the expected number of steps for any querﬁw logn.
the N A first constructs a neighbor list and then generates First, we note that whei®) contacts the nodeurrent
and distributes nCerts based on the list. The second step idn the iterative routing step) requests the finger table for
straightforward assuming that adversaries cannot comupt ~ current and the nCert of each finger. Thug can check
prevent the delivery of IP-network layer communication be- that the relevant fingers returned byrrent are in fact the
tween honest DHT nodes. Hence the correctness of this pro-nodes responsible for the key®deld(current) + 2* for
tocol depends only on th& A constructing a correct neigh- ¢ € {1,2,...}. If they are not, the nodeurrent can be
bor list. regarded as faulty and ignored. Thus without loss of gener-

So suppose that at tinteall honest nodes possess correct ality we can treat faulty nodes as “black holes” that do not
nCerts, and that at time+ 1, honest node notices thatits ~ respond to queries.
predecessor does not respond to pings and initiates the nCer Now, we define thechord next hodfrom noden to key
update protocol by sending its nCert plus the nCert of all of % to be the next node after that (iterative) Chord would
its neighbors. TheV A responds by contacting all of these duery in afault-free ring. Notice that tithord pathof chord
neighbors and asking for their nCerts, and pinging all nodes next hops always has length at mas » and has expected
mentioned in the nCerts received in these steps. Alltogethe length 3 logn. We say that a Myrmic lookujfollows the
41 nodes will be contacted/ of which should have nCerts ~ chord pathif at each step it contacts a node in the neigh-
|isting each node in the neighborhoodmf Thus any node borhood of the chord next hOp A Iookup that follows the
in the local neighborhood can only be obscure#! ifonsec-  chord path will also take on averagdog n “hops” (walk-
utive nodes are faulty or the nCert signature scheme admitsing randomly about the chord hops) but may spend multiple
forgeries. By assumption, the probability of the latterégn nodes identically, i.e., a node that goes offline during the duration
ligible; by our model, the probability of the former, when of an nCert with probabilityf is considered to be faulty in this
fraction f of nodes are faulty,is at mostf2. Thus with high analysis

i ; ; ; “Here we define a routing failure as the event that after some fixed
probability theN A discovers all neighbors of and issues a number of stepgf(n) = $(logn) a lookup query has failed to

3for purposes of correctness, we treat faulty nodes and advérsariaidentify the correct mapping between a key and a node.




steps discovering the correct next hop. We will prove that its neighborhood will contradict the revoked’ertz. Once
a Myrmic lookup follows the chord path with probability at nCertr expires, it will have to be renewed, and théA

leastl — 6 and spends on averag¥1) steps at each hop, will contact the2l nodes on each side &; if one of these
completing the proof. is honest, the newCert’, will include J. However, there is

First, we note that Myrmic only fails to follow the chord a small probabilityf*+! that all 4! neighbors ofR are cor-
path when some chord next hop andAllof its neighbors rupted, and in this cask will continue to be able to prevent
are faulty. Since there are at mdsgn chord next hops, J from joining its range until it is relocated (at which time it
and each has a faulty neighborhood with probability at most will no longer be issued an nCert for the range coveting
21, we see by the union bound that the probability of such Until all of the 2! corrupted nodes surroundirig are relo-
failure is at mostf2/+! log n. Thus setting the neighborhood  cated, corrupt nodes will continue to covetbecause of the
size2l + 1 — L (loglogn +log 1) | will give the statelessness of thiéA). Once all nodes have left the neigh-

log(1/f) > borhood, new nodes will be unable to find a valid nCert for
the range. In this case, a recovery protocol can be invoked:
a node joining with IDJ conducts a binary search to the left
and right of.J for the nearest valid nCerts of a predeced2or
and successa$ of J. Once it obtains these, it contacts the
Neighborhood Authority with the nCerts and finger tables of
S andP, and the Neighborhood Authority builds a neighbor-
hood list that extend8! nodes before” and2! nodes after
S before issuingnCert;. The expected number of hosts
contacted isti + 2/(1 — f), and theN A should refuse to
repair a neighborhood of size larger thar(the probability
5.4 Bad State Recovery of a neighborhood of this size being compromised is negli-
gible). Finally, in order to allow other nodes to find the fres
nCerty, J uses lookups to identify th@ (log n) nodes that
should have/ as a finger and sends thertVert ;.

Thus, with probability at least — f4+1, a corrupt neigh-
borhood can be repaired in at most two time periods; the ex-
pected load on thé&V A from the repair protocol is less than
the cost of a node leaving and then joining again, and never
more than?.

desired probability of following the chord path. Given that
Myrmic lookup follows the chord path, the expected number
of nodes contacted at each hop 1;511 (1= ffitt <
(1= f)>2 i f71 =1/(1 — f). This gives the desired
bound.

We note that in case the Myrmic lookup does not follow
the chord path, it may still succesfully complete in a short
time; thus this analysianderstateghe success probability
whenl is set appropriately. This is supported by our experi-
mental results.

Our definition of secure routing explicitly allows some
gueries to fail due to a neighborhood consisting entirely of
faulty nodes; in particular, we expect that roughf/! =
0/ log n fraction of neighborhoods will be “corrupt” in this
manner. One method of dealing with this would be taset
n~1°8" so that the probability of having any corrupt neigh-
borhoods is negligible; this would significantly increake t
cost of Myrmic routing. Instead, we deal with this situation
by periodically relocating each node to a different partef t
ring, so that with high probability a neighborhood that is-co 6. IMPLEMENTATION AND EVALUATION
rupted in one time period will not be corrupted in the next ~ Our implementation of Myrmic consists of two indenpen-
period. This “induced churning” [22, 23, 24] allows Myr- dent components: the DHT node and tNed. Both com-
mic to tolerate some corrupted neighborhoods by ensuringponents are implemented in C and use Openssl| 0.9.8 [25]
that these failures will be transient. for RSA digital signature with SHA-1 cryptographic hash

In order to implement this scheme, two mechanisms are function. The Myrmic-DHT node component is built upon
needed. The first is a way to determine when and to wherei3-Chord implementation [26].V A is multithreaded to al-

a node should be relocated. Whenever a node’s nCert exdow updates to continue without blocking for other update’s
pires, it must contact th&’ A and have a new certificate is- network responses. The whole implementation consists of
sued. TheNV A may then decide to relocate the node based approximately 8,500 lines of code including 3,300 lines of
on some verifiable but unpredictable information; an exam- i3-Chord code, 4,000 lines of Myrmic DHT node code, and
ple is anN A signature on the beginning time of the current 1,200 lines ofV A code. For evaluation, a simple DHT query
period. If the hash of this signature and the node’s certifi- application is built on top of the DHT overlay. The DHT
cate exceeds the fraction of time elapsed in the period, thelayer routes each query to the root and performs other main-
node is assigned a new nodelD, by hashing the node’s certainance functions such as routing table updates. We evalu-
tificate and IP address with the unpredictable information. ate the performance of our prototype implementation 1) on
Thus anyone can verify, given the NA signature, that a node PlanetLab [16] to evaluate performance on wide-area net-
should be relocated and what its new nodelD should be. work and 2) on a local testbed to assess the robustness of

The second mechanism that is needed is a protocol for Myrmic against message dropping attack.
recovery when a node joins (or is relocated to) a corrupt .
neighborhood. If the malicious node’'s neighborhood is 6.1 Parameter Selection
corrupted, it can effectively prevent a new natlfom join- Below we discuss how to select three parameters: nCert
ing its range until its curremtC'ert p expires, since noone in  life time, nCert size, and timeout values.



6.1.1 Life Time of nCerts not cause the problems caused by churning such as dead fin-

The life time of a nCert, denoted &,.;, represents a ger table entries or missing replicas of data items. In the re

L Cly . . -
tradeoff between security and efficiency. Intuitively, ager ~ ©f this section, when computing other parameters, we set the
T,... gives improved efficiency since less nCerts need to be Percentage of nCerts revoked before they expireias

r(_anewed. On the other hand, a shoﬁegl is_, more secure g9 5 Sjze of nCerts

since less (honest) nodes leave during this period. To find o _

an appropriatel},.; value that provides high security and As the_ case of the life time of a nCert, t_he size of .a.nCert
has low overhead, we show the interaction betwedn a (21 4+ 1) is also a tradeoff betwee_n securlty_ and efficiency.
value and median node session times as well as nCert size'V& computel based on the required security level, churn
The median node session times can be found in publishedrate’ and nCert life tlm_e. The security Ieve! is measured as
studies. For example, Rhe al.[27] surveyed published the percentg_ge of queries _tha_t successfully |(_j¢nt|fy tbesro
studies of observed median session times of deployed file- The probability that a queries is sentto a mal_|C|0us node who
sharing P2P networks. happens_ to be able to use a rev_oked nCeftis(f + a)%,

We model churn as previous works such as [27]. The Wherea is corlnputed with equation 2.
times of nodes’ leaves follow a Poisson process, with an TN T
event rate\. Nodes joins follow the same process result-
ing in a stable network size. The event rate can be computed
based on median node session time

n X In2

0.99991

0.9998(

0.9997

0.9996

0.9995

A= 1
T, 1)
whereT,,, denotes a median session time. Hence the frac-
tion of nodes join/leave the DHT duringlg,; is ool
nxIln2 T,y _ In2 x Tncl. @) 099, - . -
Tms n Tms Percentage of Malicious Nodes
Suppose a node listed in a nCert left, then the nCert is re- Figure 7: Prob. of Successful Queries
voked. In this case, from both security and efficiency points ) ) - ) ]
Figure 7 shows this probability while varies the percent-

of view, we prefer that the nCert expires soon after its revo- > k )
cation since it needs not be renewed. The same argument ap29€ of malicious nodes. Suppose the required security level
i with [ = 3, Myrmic can handlef = 17%. With

plies for joins too. We compute the probability of the event 'S 99.99%, :
¢ that some nodes in a nCert leave or some nodes join in! = 7» Myrmic can handlef = 48%.
the range covered by the nCert during its life time: (Note 6.1.3 Timeout Values

that this is also the percentage of nCerts revoked befoye the
expire. )

Ple) =1— (1 —a)?* x(

0.9994

30.9993

Prob. of Successful Queries

0.9992

50 60

o =

During a query, the current hop may be malicious, dead,
n—29 —1 or having long RTT. All the three cases may resultin a time-
—)" out. When considering all of them, the expected number of
steps a query take i l—fl—x—y) log n wherex is the prob-
ability that the current hop is dead apds the probibility
that the current hop having long RTT than the timeout value.
The value ofr is usually small since it is the probability that
a node dies between twix routing tablemessages send to
it from another node. Hence we only consigeandy. De-
noting the timeout value &s,, the query delay is bounded
by m logn X t,.
We measured the pairwise ping time of PlanetLab nodes.
T T S—1 Each node sends 10 pings to every node in our experimental
(nCert Life Time) / (Median Session Time) setup. The average, mediat3% and99% were 54, 50, 78,
Figure 6: Percentage of nCert revoked before expiredr{ = 1000) and 177ms. In our implementation, we use 7#8s as soft
Figure 6 shows the interaction between nCert size, the ra-timeout and us@00 as timeout value of nCert verification.
tio between nCert life time and median session time, and the .
percentage of nCerts revoked before they expire. For exam-6'2 Performance Analysis
ple, when/ = 3 and the ratio between nCert life ime and ~ While we have analyzed the cost of each protocol in Sec-
median session time is 0.16, the percentage of nCerts retion 4, we briefly summarize the expected overall costs of
voked before they expire &0%. In other words, only20% Myrmic in terms of computation, bandwidth, and delay.
of nCerts need to renewed. Therefore we increase the load ofDelay As discussed in Section 5.3, the expected number of
N A by 20% of natural churning. Note renewing nCerts does “get routing table” GRT) requests i%ﬁ log n, when the
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timeout is set to be sufficiently large. (for example, theh99t Sighatire Generafion | Signafure Verficaion
percentile of UDP message delay) Aif = 0, this equals Avg median  99% | Avg  median  99%
1 logn, which will be used to count the number of signa- o IS A I T
tures and measure the bandwidth overhead below.

Computation Digital signature verification is the most com- Table 1: Digital Signature Time (microsecond)
putationally expensive operation. During a quépyerifies
one signature before ea@RT request an@l + 1 signatures
during root verification. Therefore) is expected to verify

% logn + 21 + 1 sighatures. However, as we will show later,
signature verification time is very small compared with any
communication delay, and it does not contribute much to the
total delay.

Bandwidth To simplify the discussion, we only count th
upload bandwidth. The most expensive operation in terms
of bandwidth consumption I6RT reply since it includes a
routing table. Theoretically, the size ofGRT reply should
be(logn + 20 + 1) x sizeof (nCert). However, in our pro-
tocol, it is less than this value, since the nodes in the nguti
table are overlapping with witnesses.

verification) step if the soft timeout value is large. If the
soft timeout value is small, the reply to@RT request may
come after the timeout, which results in another “trace” of
the query in our current implementation. In such cases the
number ofGRT requests is larger than the number of steps.
A Few Primitive Operations Compared with existing im-

e plementations, Myrmic requires digital signatures. Since
each Myrmic process needs to share a single machine with
many other applications on a single PlanetLab machine, we
first compare digital signature time on PlanetLab nodes to
signing time on our local machines, measuring the wall clock
time of each operation. In this experiment, 5 machines are
chosen from each testbed. Each of the machines signs and
verifies 3000 nCerts. As illustrated in Table 1, the median
6.3 Wide-area Evaluation signature generation time on PlanetLab is 7.7 times longer
than on the local machine, while the median verification time
is 2 times longer.

Overall Performance This section consider the overall per-
formance of Myrmic. In this experiment, we use nCert size

; ) . ! w = 7, and timeoutt = 78ms. Each node sends 500
running Ubuntu Linux (2.6 kernel), with a 3GHz Pentium queries, making the total number of query messages about

IV CPU and 1GB RAM. 60,000. For all evaluations, we set message sending rate

Based on this experimental setup, we present wide-arear — 1 ‘meaning that every node sends 1 message per 3 sec-
measurements of thguery response timef Myrmic with ond33

different parameters including query rate, size of nCarisd, Figure 8 (a) shows the query response time. The 97th

timeout values (denoted as w, andt respectively, where and 90th percentiles are 346 and 281ns. About6% of

w = 21 +1). In each experiment, we first join every node (0 yho g eries are finished immediately. This happens when
the network using théV A, and then a simple test program root(k) is the querier node) or one of its neighbors in

built on top of a DHT node is used to issue queries periodi- nCerto. For these cases, the correctness of ithe (k)

cally. o _ was verified at the time tha receivednCert, (). In

The query response time is defined (@ — ) where  ,qiion, queries can be answered locally, and insertians c
t, is the time when the DHT layer of nod@ receives the o onagated by periodic synchronization between replica
query request from the application layer andis the time —,4t5 Hence, these queries can be handled locally without
when the DHT node reports the query result to the applica- sending messages. In a network withnodes, each node
tion layer after completing the nCert verification. This re- ., handle® fraction of queries locally.
sponse time represents the total query time. As discussed For the rjt\a/st of the querie§) sendsGRT requests one or

before, query and insertion messages can be piggybackeqy, oo times. We categorize the queries based on the number

on root verlfl.cat|on messages since replica ro_ots are ysuall of GRT requests and show both the response time of queries

the root's neighbors, included #C'ert,o.,. To simplifythe 54 harcentage of queries in each catagory. Compared to

dlscuss_|on, we assume the set of replica roots and nodes INthord, which approximately follows a normal distribution

cluded innCert,,,; are the same. for the number of hops, Myrmic has a distribution shifted
In our iterative routing protocol() approaches the root to the left. As shown in figure 8 (b)3% of messages are

by polling routing tables from the intermediate hop;. We  gelivered within 6GRT requests (not including the root ver-
refer to the messages thtsent to the hops aget routing jfication message). Figure 8 (b) also shows min, median,

Fable(GRT) requests. The number of “steps” a query takes and 97th percentile of query response time in each category.
is usually the number oBRT requests plus one (the root 1o megians are linear to the numberGRT requests ap-
SAll of these nodes were located only in North America. We ex- proximately. This follows our expectation since Myrmic is

pect that they have relatively uniform delay and less non-transitive MOt optimized in term of per-hop delay using, e.g., proxim-
connectivity [28], which simplifies the analysis of the prototype ity neighbor selection. (See section 6.5 for discussionbo
implementation. such optimizations).

Expermental setup. Each of our wide-area experiments
was run on approximately 120 PlanetLab machirzessMyr-
mic nodes, without using the Sirius calendar service [16],
and with a single machine in our local testbed as Ah4,
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Figure 9: (a) and (b) show effect of nCert sizes when w=7, 11, 15; t=78m() and (d) show timeout effect when w=7; t=200ms, 78ms, 5Gm

Effect of nCert SizesIn this experiment, we measure the
guery response time as well as thet verification timewith
different nCert sizes. The root verification time is defined a

ogy, which follows uniform distribution at least until 75%
pairwise ping time. However, when we imagine the situa-
tion when 75% pairwise ping time takes more than 100 ms,
(te —ts) wheret, is the time wherf) receivesiCert .o (k) 50 ms timeout will be expected to have shorter query re-
andt. is the time wher) completes the root verification. sponse time.

nCert verification time depends on the nCert size as well asEvaluation of the N A An important evaluation of Myrmic
the number of neighbors of the root. Figure 9 shows the per-is to find the churn rate the NA can handle. We run a set
formance of Myrmic under three nCert sizes= 7,11, 15, of experiments, each with a different churn rate to find the
where nCert verification timeout is 20, which is larger capacity of the NA. We consider the NA to reach its limit if
than the 99th percentile of pairwise ping time, &7 Fig- a higher churn rate causes the join time to increase signifi-
ure 9-(a) shows that the CDF of query response time with cantly. In each of this experiment, we start with 1000 DHT
different nCert size is close. The main reason causing thenodes on 100 planetlab hosts. Then on each machine, a node
difference is nCert verification time as shown in Figure 9- is killed periodically and a new node joins the network im-
(b). The 90th percentiles withh = 7,11, 15 are 105, 131, mediately. The highest rate our NA (running Ubuntu Linux
and 200ns. This is because as increases, the probability — with a 3GHz Pentium IV CPU and 1GB RAM) can handle is
that a neighbor is far away from the querier increases. 30 events (15 joins and 15 leaves) per second (i.e. Churn rate
Effect of Timeout Values One of the most interesting pa- is 15 using the definition of Churn rate in [27]). This num-
rameters of Myrmic is the soft timeout. As discussed in Sec- ber follows our expectation. Note that in the nCert update
tion 4.3, a shorter soft timeout will increase the number of protocol,w = 7 signatures are generated and 14 signatures
GRT messages while increasing a “parallel routing” effect are verified (on average). According to Table 1 the compu-
resulting in smaller query delay. This effect is shown in-Fig tation time for all the signature generation/verificaticer p
ure 9 (c) and (d). We set the timeout to be 50, 78, and 200 nCert update protocol is about 2m3 on average. With
ms, which are mediari;5% and99.9% of the pairwise Plan-  churn rate 15, the total signature operation tim&i8 =
etLab ping time. Using our analysis given in Section 6.1.3, 2 x 15 x 25.3ms per second. The median session time re-
timeout equal t0% and75% pairwise ping time will in- ported in [27] ranges from 1 minute to 1 hour. Plugging
crease the number dBRT messages by00% and 33%. these session times into Eq. 1, we find that dhé can han-
Figure 9 (d) supports this analysis. Query response time isdle a total number of nodes ranging from 1299 to 77922.
decreased when we use shorter timeout values as shown ifNote that these experiments were performed using an ordi-
Figure 9 (c). One interesting result is that query response nary desktop machine rather than a high-performance server
time with 50 ms (50%) and 78 ms (75%) timeout looks al- and our threaded implementation has not been optimized for
most same. This is because of the particular planetlab-topol performance. Thus we expect that on multicore or multi-
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processor systems an optimized NA should be capable ofWhen an intermediate hapreceives a query message from
handling a significantly higher workload. Finally, we note P , it 1) delivers the message to the next h¥paccord-

in Section 6.5 that it is possible to replicate the NA between ing to his recursive routing, and 2) sends its nCert back to
nodes to further increase scalability; since the prolghili the querier) so that can find the next hop ifV does not

of conflicting joins is small, the performance is expected to respond with its nCert within timeout. In summary, this hy-
scale well with processing power. brid routing uses iterative routing to diagnose failed recu
6.4 Local Network Evaluation sive routing.

One of the most important experiments we wanted to run V4 replication: To increase availability and remove the
was when attackers drdpRT requests. Since we want to  Single point of failure, one may replicate thed. This task
run on a larger network (1,000 nodes), While PlanetLab might'S €aSy In most cases, since thg replicas of Ahe only
show some interesting behavior, we decided to run this ex- "€ed to share a private key to sign nCerts. In case when
periment on the local lab to see only the numbeGH&T re- two nodes,X and Y Join the same neighborhood at the
quests sent while increasing the percentage of attackkes, T S&me time and their join requests are sent to two different
lab consists of 36 PCs, each of which runs approximately 30 2V replicasN A, andNA,, there exists a subtle synchro-
nodes. Figure 10 shows the result when we have 0, 10, 20,Nization issue. IV A, is not aware ofX” and N 4, is not
30 % attackers, who drop all query messages. Even with @Ware ofY’, then nCerts issued by the twéAs may have

30 % attackers. Myrmic dropped only 122 messages out of conflicting ranges. A straightforward way of handling this

1,000,000 messages. kind of cases is to serialize the join requests sent to thesam
' —— neighborhood.N A; and N A, inform each other about the
T T request it currently serves. This approach, however, regui
o / e m — 1 messages between the replicas per join wherns
;ZZ f the number ofV A replicas. In addition, there is a chance,
§os /i although small, thalv A replicas generate conflict nCerts, if
" / any of the messages betwelm replicas is lost. Hence, the
02 SR " problem is how to allowV A replicas detect and resolve this
1L situation effeciently and reliably.
A Our solution is as follows. Thé/ A replicas must some-
% Rckers @ depped] 10 Mackors 4 oo how communicate with each other to avoid conflict nCerts.

Instead of communicating directly using network messages,
the replicas can use the DHT nodes as a communication me-
6.5 Discussion dia. Whenever av A replica is handling a join within a
neighborhood, it stores a signed token to every DHT nodes
in this neighborhood. The token includes information about
the joining node and th& A replica itself. When another

Figure 10: Dropping Test

Optimization We consider the possibility of using popular
techniques to optimize DHT routing in term of query de-

lay. Proximity neighbor selectioallows a node to select  y s enjica needs to work on the same neighborhood. It wil

nfaighbors W.ith .I(.JV\RT-I-’ resulting in low stretch. This tech- o6 e tokens provided by the honest nodes in the neighbor-
nique can significantly reduce the query delay. Recent re-, .+ Hence as long as one node is honest in the neigh-

search [29] shows that DHT can deliver queries with con- 004, the second’ 4 replica will notice the potential
stant stretch independent to the network size. Howeves, it i problem. It can also find the information about the fikst

not clear how one can apply this technique while maintain- 1o jica then handle the problem properly. Once nodes in the

ing provable security. . nieghborhood get new nCerts, they delete the tokens. Note
One simple solution to reduce the query delay, similar to in this solution, (1)NV A replicas communicate directly only

the one suggested by Casep al.[17], is as follows. Each it yney are handling join at the same neighborhood at the

nod_e mainta_ins two routing. tab!e. In addition to the €ON- same time: (2) A malicious node cannot use a token to af-
strained routing table used in this paper, the second mutin fect the secondV A replica once a new nCert is distributed,

table can be filled using proximity neighbor selection. A qnca 5 fresh nCert, which is provided by a honest node in
query is routed using our p_rotocol_forsecunty. In paraiel o neighborhood to the secondA replica and includes
is also routed using recursive routing for performance.eNot the new joining node, can show that the token is stale; (3)

that.the root verifi(_:ation p.rotocol WO”,(S with both iterativ No additional message is necessary to store the tokens since
routing and recursive routing. He_r_me _|f the root retur_n(_ed by they can be piggybacked on other protocol messages; (4) As
recursive routing passes root verification, the query fagsh a communication media, the DHT nodes are more reliable

In this case, routing delay iS_ reduced. On the_o_ther h"’md'since the tokens are stored at the whole neighborhood. Even
suppose the recursive query is dropped by a malicious nodesit o, e messages are lost, thed replicas can still find the

Although the secure iterative routing can find the root, the r token as long as one honest node in the neighborhood can
sources used in recursive routing are wasted. One can als‘brovide the token taV A replicas

combine recursive routing and iterative routing as follows
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Handling Non-Transitive Connectivity Myrmic (and the roots. Assuming disjoint paths are taken by all queries, the
original version of Chord) assumes that all (on-line) DHT number of queries sent should b@(log(ﬁ)), that is, poly-
nodes can communicate with each other. However, this as-nomial in the number of nodes. Thasymptotically Myr-
sumption does not hold in practice. The non-transitive con- mic is exponentially more efficient than this scheme while
nectivity can be problematic in DHT because it causes in- including a proof of security. Concretely, the authors répo
consistency. Below we discuss how it may cause problemson simulations showing that when adversaries do not per-
in Myrmic, and simple mechanisms to overcome these prob- form certain known attacks, the scheme can deliver queries
lems. We assume every node can communicate with theto 99.9% of keys in a node with 100,000 nodes and 30%
NA. ® Non-Transitive connectivity may also make Nodes compromised nodes using 32 parallel lookups. Using 32
invisible in two cases. (1) A nodé learns abouf3 through parallel lookups and assuming= 0.25 fraction of adver-
NA (i.e., A and B are neighbors) and can not communi- saries, [17] report that the expected number of messages sen
cate withB. A issues a update nCert request and receivesper query is 451, compared to 11 for Myrmic; the reported
the updated nCert. IB is still listed, thenA knows that bit complexity of a query in [17] is 5.6KB + 22KB + 12KB

N A can communicate witl3. A considersB as a “invisi- or about 39KB, plus 32 copies of the value stored urider
ble neighbor” and stops pinging for a pre-defined period.  when optimized for bandwidth (by only sending the nCert
(2) A learns through nod€ aboutB as a proper finger, but  of the next hop rather than the entire finger table), Myrmic
cannot communicate witB. A marksB as a “invisible fin-  sends 11 + 7 nCerts, each of which has a 128B certificate, 7
ger” but does not remove it from the finger tablé. pings 24B (nodelD, IP) pairs, and a 128B signature or 7.6KB; the
B’s neighbors listed i3’s nCert, B's neighbors pongs with  correct root sends only 1 copy of the value storedifor

their current nCerts. I3 is listed, thenB is a (transient) Fiat and Saia [37, 38] give a protocol for a “content-addabks’
invisible finger and should not be removed. Notecan network that is robust to node removal. Kubiatowicz [39]
route messages throudb's neighbors listed inB’s nCert, make Pastry and Tapestry robust usimgle paths where

if necessary. Other negative effects including routingg®o  they add redundancy to the routing tables and use multiple
broken return paths, and inconsistent roots either arepiot a nodes for each hop. Fiat. al.[15] define aByzantine join
plicable to our protocol or can be handled with approaches attack model where an adversary can join Byzantine nodes

similar to the ones used in [28]. to a DHT and put them at chosen places. All of these re-
sults require a DHT node to maintai(log?(n)) links to
7. RELATED WORK other nodes, hav®(log(n)) latency and(log?(n)) mes-

Sit and Morris [30] present a taxonomy of possible attacks S8ge complexity per query. [15] makes use of a protocol of
on DHTSs and applications built on them. They further pro- Scheideler [22] to rotate nodes when they join the network,
vide several design principles to prevent them. One of the providing strong gaurantees about the density of adveisari
identified denial-of-service attacks, the so cafRapid Joins nodes without need of a certified identity; this protocolsloe
and Leavesattack, which is also referred to @urn was ~ Not, however, defend against sybil attacks. o
studied by several groups [31, 27, 32]. Lyneh al.[33] In the Ec_llpse attack [17, 30_], or routing table poisoning
propose to use a Byzantine Fault Tolerance replication al- 2ftack, malicious nodes conspire to fool honest nodes to in-
gorithm to maintain state information for correct routing — clude the malicious nodes into their routing tables. Siegh
even though this solution is quite elegant, it is too expen- al-[18,40] obsgrve thatamahmous node launching an eclipse
sive to be used in practice since it requires an agreement beattack has a higher in-degree than honest nodes. They pro-
tween the replicas at each routing step. The Sybil attack hasP0Se @ method of preventing this attack by enforcing in-
been studied by several groups [34, 19]. Two Sybil-reststan dggree bounds through periodic anonymous dlstrlbuted.au-
schemes based on social links were recently proposed in [35diting. Nodes that fail the test are dropped from the testing
36]. None of these works consider the problem of root veri- Node’s routing table. Condiet. al. [23] mitigate eclipse
fication, leaving them vulnerable to root-spoofing attacks. ~ attacks using induced churn. The main idea includes three

The seminal work on DHT routing security is by Castro COmponents: perlod_lcally reset routing tables to Coml
et al.[17]; they propose but do not implement a DHT where ©nes [17], limit routing table update rate, and_penod;call .
each node maintains an optimized finger table for fast rout- change nodes’ nodelDs. We note that the Eclipse attack is
ing and a constrained table for “secure routing.” When per- Not possible against Myrmic because we employ range veri-
forming a lookup or, a node first makes an “optimized” fication along with a Chord-style constrained routing table
guery, and performs a test of the result (that involves com-
municating with all neighbors ofoot(k)). If the test fails, 8. CONCLUSION
the querier launches many parallel recursive queries using Recently, a significant amount of effort has been devoted
the contrained finger table; if any of these queries reachesto making DHTs more robust against environmental inter-
any honest replica root, it is broadcast to all other replica ference, but there has been considerably less work on im-
SOtherwise, it will be automatically removed from the ring after Plementing DHTSs that are secure against adversarial behav-
nCert Update protocol. ior. With increasing use of these protocols in economically
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attractive applications, it is reasonable to expect advers privacy protocol (wep),ACM Trans. Inf. Syst. Secur.

ial intereference in the future. Thus, in this paper, we in- vol. 7, no. 2, pp. 319-332, 2004.
troduceMyrmic, a novel DHT routing protocol designed to [13] D. Bleichenbacher, “Chosen ciphertext attacks agains
be robust against adversarial interference. We believe tha protocols based on the rsa encryption standard pkcs,”
Myrmic provides the first implementation of a DHT routing in Crypta, 1998.
protocol that allows root verification (by internal as wedl a  [14] R. J. Anderson and R. M. Needham, “Programming
external entities) as well as efficient (comparable to Chord satan’s computer.” i€omputer Science Toda}Q95.
message delivery even with a significant fraction of faulty [15] A. Fiat, J. Saia, and M. Young, “Making chord robust
nodes. Thus in many applications, it can be used as a drop- to byzantine attacks,” iESA 2005.
in, secure replacement for other existing DHT routing proto [16] B. Chun, D. Culler, T. Roscoe, A. Bavier, L. Peterson,
cols. An important issue for future work will be the design M. Wawrzoniak, and M. Bowman, “Planetlab: an
of 1) efficient yet secure protocols against a fully adaptive overlay testbed for broad-coverage servic&gcomm
adversary (who can target any node for immediate corrup- Comput. Commun. ReR003.
tion), and 2) a completely distributed A, since it may be [17] M. Castro, P. Druschel, A. Ganesh, A. Rowstron, and
impossible to define a centralized and trusted entity foressom D. S. Wallach, “Secure routing for structured
applications. peer-to-peer overlay networks,” @SDJ, 2002.

[18] A. Singh, M. Castro, P. Druschel, and A. Rowstron,
9. REFERENCES “Defending against eclipse attacks on overlay

. networks,” inEW11, 2004.
[1] S. Ratnasamy, P. Francis, M. Handley, R. Karp, and [19] J. R. Douceur, “The sybil attack.” iRroc. of the
S. Shenker, “A Scalable Content-Addressable IPTPS022002

Network,” in SIGCOMM 2001. [20] P. Maymounkov and D. Maeres, “Kademlia: A

[2] . Stoica, R Morris, D. Karger, F. Kaashoek, and peer-to-peer information system based on the xor
H. Balakrishnan, “Chord: A peer-to-peer lookup metric.” in IPTPS 2001.

service for internet applications,” BIGCOMM 2001.

(3] A. Rowstron and P. Druschel, “Pastry: Scalable [21] S. Crosby and D. Wallach, “Denial of service via

algorithmic complexity attacks,” ilSENIX Security

distributed object location and routing for large-scale 2003.

peer-to-peer systems,” Middleware 2001. [22] C. Scheideler, “How to spread adversarial nodes?
[4] S. Rhea, B. Godfrey, B. Karp, J. Kubiatowicz, Rotate!” inSTOG 2005.

S. Ratnasamy, S. Shenker, |. Stoica, and H. Yu, [23] T. Condie, V. Kacholia, S. Sankararaman,

“Opendht: A public dht service and its uses,” in J. Hellerstein, and P. Maniatis, “Induced churn as
- I§I?(CZCE)]I\{;I(I)\/1 Eogﬁéng 3. Stribling, S. C. Rhea, A. D Sheltgr from routing table poisoning,” ND_SS 2006.
s 1 P SR 2 e = [24] 1. Osipkov, P. Wang, N. Hopper, and Y. Kim, “Robust
Joseph, and J. D. Kubiatowicz, "Tapestry: A Resilient Accounting in Decentralized P2P Storage Systems,” in
Global-scale Overlay for Service Deployme@SAG ICDCS 2006.

vol. Zzhlno.#, 2004. _ ; A [25] OpenSSL Project Team, “Openssl,”
[6] A. Muthitacharoen, R. Morris, T. M. Gil, and B. Chen, http://www.openssl.org/, 2006.

“Ivy: A read/write peer-to-peer file system,” BSD| [26] “Berkeley chord library,” http://i3.cs.berkeley.et

2002. . [27] S. C. Rhea, D. Geels, T. Roscoe, and J. Kubiatowicz,
[7] F. Dabek, M. F. Kaashoek, D. Karger, R. Morris, and “Handling churn in a dht,” iIlJSENIX Annual

|. Stoica, “Wide-area cooperative storage with CFS,” Technical Conferenc@004

in SOSP2001. B [28] M. J. Freedman, K. Lakshminarayanan, D. Rhea, and
[8] A. Rowstron and P. Druschel, “Storage Management |. Stoica, “Non-transitive connectivity and dhts,” in

and Caching in PAST, A Large-scale, Persistent WORLDS'052005.

Peer-to-peer Storage Utility,” iBOSP ACM, 2001. [29] F. Dabek, J. Li, E. Sit, J. Robertson, M. Kaashoek, and

[9] K. Park, V. S. Pai, L. L. Peterson, and Z. Wang, R. Morris, “Designing a dht for low latency and high
“Codns: Improving dns performance and reliability throughput,” inNSDI, 2004.

via cooperative lookups,” i®SD, 2004. , [30] E. Sit and R. Morris, “Security Considerations for
[10] V. Ramasubramanian and E. Sirer, “The design and Peer-to-Peer Distributed Hash Tables TRTPS
implementation of a next generation name service for 2002. ’
the internet,’ |nSIGC|:()l<MI\:]]2004. Hoek [31] M. Castro, M. Costa, and A. Rowstron, “Performance
[11] D. Ande_rs?n, H_._Baa rishnan, M. F. Kgas oek, and and dependability of structured peer-to-peer overlays,”
R. Morris, "Resilient overlay networks,” IACM Microsoft Research, Tech. Rep. MSR-TR2003 -94.
SOSR2001. [32] J. Li, J. Stribling, T. M. Gil, R. Morris, and M. F.

[12] A. Stubblefield, J. loannidis, and A D. Ru_bin, ‘Akey Kaashoek, “Comparing the performance of distributed
recovery attack on the 802.11b wired equivalent

14



hash tables under churn.” IRTPS 2004.

[33] N. Lynch, D. Malkhi, and D. Ratajczak, “Atomic data
access in content addressable networks|PinPS
2002.

[34] E. Friedman and P. Resnick, “The Social Cost of
Cheap Pseudonyms]! of Economics and
Management Strateg001.

[35] S. Marti, P. Ganesan, and H. Garcia-Molina, “DHT
Routing Using Social Links,” irP2PDB 2004.

[36] G. Danezis, C. Lesniewski-Laas, M. F. Kaashoek, and
R. Anderson, “Sybil resistant DHT routing,” in
ESORICS2005.

[37] A. Fiat and J. Saia, “Censorship resistant peer-ta-pee
content addressable networks,"SODA 2002.

[38] J. Saia, A. Fiat, S. Gribble, A. Karlin, and S. Saroiu,
“Dynamically fault-tolerant content addressable
networks,” inlPTPS 2002.

[39] K. Hildrum and J. Kubiatowicz, “Asymptotically
efficient approaches to fault-tolerance in peer-to-peer
networks,” inDISC, 2003.

[40] A. Singh, T.-W. J. Ngan, , P. Druschel, and D. S.
Wallach, “Eclipse attacks on overlay networks:
Threats and defenses,” infocom 2006.

15



