Cryptographic abundance:
Essential and (almost)
Irrelev ant

Andrew Odlyzko

AT&T Labs
Florham Park, NJ 07932,USA

amo@reseailt.att.com
http://www.researc h.att.com/ amo



The important thing Is to
maximize the value of your

Intellectual property, not to protect
it for the sake of protection.

Shapiro & Varian
\Information Rules"



Honor System Virus

This virus works on the honor
system.

Pleaseforward this messagdo
everyone you know and then delete
all the les on your hard disk.

Thank you for your cooperation.









main problems:

() economic
(1) scociological

() psydological



micropayments:

a la carte or unit pricing will not
be the dominant mode of
commercein information goods

~Ishburn-0O.-Siders
-Irst Monday, July 1997
Mittp:// rstmonda y.org/|




results of PEAK experiment
(hhttp://www.si.umic h.edu/PEAK-
2000/):

|[Elsevier's] goal is to give people
accesso as much information as
possibleon a at fee,unlimited
use basis. [Elsevier's] experience
has beenthat assoon asthe
usageis metered on a per-article
basis, there is an inhibition on
useor a concernabout exceeding
somebudget allocation.

Karen Hunter of Elsevier



Ultimatum game:

1. $10to be divided by Alice and
Barbara

2. Alice proposesa split (for example,
$7 for Alice, $3 for Barbara)

3.(a) Barbara accepts: eat gets
speci ed amount

(b) Barbara rejects: neither gets
anything






Major problem with secure
systems:

secretariescould not forgetheir
bosses'signhatures



Pleaselet the plumberin to x the
leaky faucet.









Impossibility theorems(Arrow, ...):

\marriage penalty" unavoidable if
oneinsists on

(1) progressie iIncometax

(1) equaltreatment of households
with equalincomes



crypto's function:

erect speedbumpson the
Information Superhighway

(starting with rot-13)



